KAJYXKCKASA OBJIACTH
TAPYCCKHUH PAMOH

AIMHHHCTPALIMS CEJIBCKOI'O ITOCEJIEHUS
"CEJIO POLLIA"

INOCTAHOBJIEHUE

«10» ssaBaps 2023 r. Ne01

«0 moJMTHKE AaAMHHUCTPAIIHI
CII «Ceno Poma» B oTHOmEHHH
00padoTKH NepCOHATBLHBIX TAHHBIX»

B nensax oGecrneyenns 3ammTEI IepCOHATBHBIX TaHHBIX IPAXIAH B COOTBETCTBHH ¢ De-
AEPATLHBIM 3aKOHOM 0T 27.07.2006r. Ne 152-03 «O nepcoHaTbHBIX JaHHBIX

INOCTAHOBJIAIO:

1./ VTBEpIUTE MONTHTHKY aIMHHHCTpPAIMH CEILCKOro Tocenenus «Cero Poma» B oTHOmEHUN
00paboTKH NEePCOHANTLHEIX TaHHBIX (IpuIoKeHHeNe 1).
.| KOHTpons HCIOMHEHHS HACTOSINErO MOCTAHOBIEHHS OCTABIISIO 34 coboH.
3. Hacrosimee noctaHoBjeHHe BCTYNAET B CHITY CO AHS ero OQUIHATEHOrO OOHAPOIOBAHUA U
TNOJUICHKHUT Pa3MEIICHAIO Ha OQUIHATLHOM caiiTe aIMUHACTPALIMH paiioHa.
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MOJIMTHUKA
AIMHHHCTPAIHH CEJILCKOTO NMOCeJeHUs
«CeJj10 poma»
B OTHOIIEHHH 00Pa0OTKH NMePCOHATBLHBIX TAHHBIX

1. O0mmue nosiokeHust

1.1, TepMUHBI U OTIpeIeTCHHUS

Ilepconanbuble qannble - m06as MHMOPMALS, OTHOCAINASCS K NpSIMO HJIH KOCBEHHO
OIPEICICHHOMY HIIH ONpe/ie/iieMoMy (u3ndeckoMy THIY (cyOBEKTY NepCOHANBHBIX JaHHBIX).

Oneparop - rocynapcTBeHHBII OpraH, MyHUIMNIATBHEIH OpraH, I0pHIHYecKoe Wil (u-
SHHECKOE JIHIIO0, CAMOCTOATENILHO HIIH COBMECTHO C JIPYTHMH JIHUAMH OPTaHH3YIOLIHE H (mmm)
OCYMIECTBILIOIME 00paboTKy NMEepPCOHANBHBIX JAHHEIX, 4 TAKKE onpejelsiomye nemu odpa-
OOTKH [EPCOHANBHBIX JaHHbIX, COCTAB MepPCOHATBHBIX JAaHHBIX, NOIEKaMUX 00paboTke, neii-
CTBHS (OIEpally), COBEPIIAEMBIE C IEPCOHATEHBIME TaHHBIMH.

O0pafoTka mepcoHaJBHBIX AAHHBIX - T0060E JeiCTBHE (omepanus) HIM COBOKYII-
HQCTh JIEHCTBHH (Onepanuii), COBEpIIaeMBIX ¢ HCIIOIb30BAHHEM CPe/ICTB aBTOMAaTH3alHH KN
0€3 HCIONB30BaHHA TAKHX CPEJCTB C NEPCOHATBHBIME JaHHBIMH, BKJIXO4as cOOp, 3amuch, CH-
CTEMaTH3AIHIO, HAKOIUICHHE, XPaHeHHe, yToYHeHHe (0GHOBIEHHE, H3MEHEHHE), H3BJI€YEHHE,
MCTIONB30BAHKE, Iepesauy (pacmpocTpaHeHHe, NpelocTaBlIeHne, J0CTYIN), o0e3HyHBaHHUe,
0Jl0KHpOBaHHe, yIaleHNe, YHHUTOKEHHE NePCOHATBHBIX JAHHbIX.

ABTOMATH3HPOBaHHAS 00paloTKA NEPCOHAILHBIX TAHHBIX - o0paboTka nepcoHas-
HBIX TAHHBIX C IIOMOMLIBIO CPEJICTB BEIYHUCIIMTEIBHOM TEXHHUKH.

PacnipocTpanenne nepconaabHbIX TaHHBIX - JeiicTRHS, HAalpaBlICHHBIE HA PACKPBITHE
NEPCOHATIEHBIX JaHHBIX HEONPEIETCHHOMY KPYTY JIHIL.

IIpenocrasienne mepcoHaILHBIX TAHHBIX - JeHCTBUS, HaIpaB/ICHHBIE HA PACKPBITHE
IIEPCOHATIBHBIX IAHHBIX ONPE/ICICHHOMY JIHILY HIIH ONpPENEIeHHOMY KPYTy JIHLL.

’ biokupoBaHue nepcoHANLHBIX JAHHBIX - BPEMEHHOE NpeKpalieHne o6paboTKH rep-
COHAJIBHBIX TaHHBIX (33 HCKIIFOUEHHEM CIIydaes, eciiu oOpaboTka HeoBXOomIMa IUIsl YTOYHEHHS
NE€PCOHAIBHBIX TaHHBIX).

YHHYTOKEHHE MePCOHATBLHBIX JAHHBIX - JCHCTBHS, B pe3ynbpTaTe KOTOPBIX CTAHOBHT-
Csl HEBO3MOJKHBIM BOCCTAHOBHTH COJ/IEPIKAHHE NEPCOHATBHBIX TAHHEIX B HH(POPMaLMOHHOH CH-
CICME IEPCOHATBHBIX JAHHBIX U (HIH) B pe3ynbTaTe KOTOPBIX YHHYTOXKAIOTCS MaTepHaTbHBIE
HOCHTEIIH NEPCOHANBHBIX JaHHEBIX.

ObGesMyHBaHNE NEPCOHATBHBIX AAHHBIX - JCHCTBHS, B Pe3ylbTaTe KOTOPBIX CTAHO-
BHTCSl HEBO3MOXHBIM 0€3 HCIIONB30BaHMs IONOIHUTENBHON HHpOpMAIHM OIpE/IeNUTEL IIPH-
HAMICKHOCTD NIEPCOHAIBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY MepCOHANBHBIX TAHHBIX.

Hudopmanmonnas cucrema mepcoHaabHBIX TAHHBIX - COBOKYITHOCTb COJEPIKAIIMXCS
B 0a3aX ZaHHBIX MEPCOHATBHBIX JAHHBIX H 00ECTIEYHBAIOIINX HX 06paboTky HHOOPMAITHOHHEIX
TEXHOJIOTHA M TEXHHYECKHUX CPEICTB.

Tpaucrpanuunasi nepenaua nepcoOHAILHBIX JAHHBIX - [epeaada NnepcoHaIbHbBIX
AAHHBIX Ha TEPPUTOPHIO HHOCTPAHHOTO TOCYAapCTBa OpraHy BIACTH HHOCTPAaHHOIO rocyaap-
CTBa, HHOCTPAHHOMY (U3MYECKOMY JTHILY HIIH HHOCTPAHHOMY FOPHIHYECKOMY JIMILY.

I1.2.Hasna4eHue u npasoBas 0ocHOBa JIOKYMEHTA.

onuThka anvuHKECTpany cembekoro mocenenns «Cerno Pommay (nanee - agMuHHCTpa-
14 paiioHa) ONpeneNnseT CHCTEMY B3MJIAN0B Ha npobiemy obecnevyenus 6e30mMacHOCTH mepco-



HaJIbHBIX JIAHHBIX W MPEICTABIseT COO0H CHCTEeMAaTH3MPOBAHHOE M3JI0KEHHE LeNied M 3a1ay
3AIUMTEL, KAK OJHO MJIM HECKONBLKO MPABHII, MPOLEYP, NPaKTHIECKHX NMPHEMOB H PYKOBOJIS-
WHX TIPHHIMIOB B 00NACTH HH(OPMAUMOHHOH Ge30MacHOCTH, KOTOPHIMH DPYKOBOACTBYETCS
aIMHHHCTPALMS B CBOCH NEATENIEHOCTH, & TAK)KE€ OCHOBHEIX IIPUHIIUIIOB IOCTPOEHHMS, OpraHu-
3a[HOHHBIX, TEXHOJIOTMYECKUX H IPOLEIYPHBIX ACTIEKTOB obecredeHns Ge30macHOCTH Mepco-
HAJIbHBIX JJAHHBIX.

3akoHOaTeIbHOI OCHOBOM Hactosmmedl [TONMTHKH SBISIOTCS Konctutynus Poccnii-
cKoii ®eneparun, I'pakianckui, Yronosusri u Tpynosoii konekcel Poccuiickoit Oenepanun,
®enepanbulit 3akon ot 27.07.2006 Ne 152-03 «O mepcOHANBHBIX JAHHBIXY, QenepanbHbIi
3aKkoH 0T 06.10.2003 Nel131-@3 «O6 061mux NPUHIKNIAX OPraHH3ALHH MECTHOTO caMoyIIpaBJie-
Hus B Poceniickoii denepaiumy, 3ak0HEI, yKasbl, I0CTAHOBJIEHHUS, IPYTHE HOPMATHBHbIE AKTHI
ACHCTBYIOMEro 3aKoHOAaTenbCTBa Poccuiickoit Menepamun, 10KkyMeHTs PeNlepanbHOM CirysK-
OBl [0 TEXHHIECKOMY M IKCIIOPTHOMY KOHTpPO/IHO U PenepansHOl cryx6sl GesonacHoctu Poc-
CHH.

Henonbsosanue nannoi IToTUTHKA B Ka4ecTBe OCHOBBI [T TIOCTPOESHHS KOMILTEKCHOI
CHCTEMBI MH(OPMAIHOHHON 6e30MaCHOCTH MEPCOHANBHBIX JAHHBIX aJIMHHHCTpPallUl paifoHa
MO3BOJIAT ONTHMH3UPOBATD 3aTPATHI HA €€ IIOCTPOEHHE,

IIpu paspaGotke IToNMMTHKH y4HTHIBANTHCH OCHOBHBIC NPHHIMILI CO3NAHMS KOMILICKC-
HBIX CcHCTeM obecrieyeHus Ge30MaCHOCTH HHPOPMALMH, XapaKTEPHCTHKH W BO3MOKHOCTH op-
TAHH3AMHOHHO-TCXHHIECKUX METOJIOB H COBPEMEHHBIX alllapaTHO-IPOrPAMMHBIX CPENICTB 3a-
IMTBI U IPOTHBOACHCTBHA Yyrpo3am 0e30nacHOCTH HH(OPMALHH.

OcHosHble monoskenus [ToaUTHKH Ga3supyIOTCs HA KAYECTBEHHOM OCMBIC/ICHHH BOIIPO-
COB 0e30MacHOCTH HHPOPMAIIHH U HE 3aTParHBaIOT BONPOCOB SKOHOMHYECKOTO (kommyecTBeH-
HOTO) aHA/IN3a PUCKOB H 060CHOBaHHM HEOGXOTUMEIX 3aTparT Ha 3aIIMTY HHQOPMAIIHH.,

2 O0BeKTHI 3aLLHTHI

OCHOBHBIMH O0BEKTAMH CHCTEMEI G€30IACHOCTH NMEPCOHANBHBIX JAHHBIX B aIMHHH-
CTpallHH paioHa SBJSAIOTCH:

— HMHQOPMAIMOHHBIE PECYPCHI ¢ OTPAHMYEHHBIM JOCTYIIOM, COZIepiKallie NepcoHallb-
EBIE JIaHHEIE; ‘

— Tpomecckl 06paboTKK MepCOHANbHBIX JaHHBIX B HH(OPMAILIHOHHON CHCTEMe epco-
HATbHBIX TAHHBIX aIMUHUCTPAIHH, HH(OOPMAHOHHBIE TEXHOJIOTHH, PErIAMEHTHI U NpPOLEAYPEI
cbopa, 0OpaboTKH, XpaHeHHs | nepeadn HHGOPMALHH, IIePCOHA pa3pabOTYMKOB H MOIB30BA-
TeJIeH CHCTEMBI H €€ 00CITy KUBAIOIIMH TepCoHA;

— HHpOpMaNHOHHAs HHQPACTPYKTYpa, BKIIOYAIOMAN CHCTEMEL 00paboTku u aHanu3a
HHYOPMALIUH, TeXHHYECKHE H MPOrPaMMHEBIC CpEeCTBa ee 0bpaboTku, nepenadn u otobpaxe-
HHL, B TOM 4HC/I€ KaHa/Ibl HHPOPMALHMOHHOTO 00MEHa U TeIeKOMMYHHKALHH, CHCTEMbI I cpen-
(TBA 3AUMMTEI HH(DOPMALH, OOBEKTHI U MOMELIEHNS, B KOTOPBIX PACTIONOKEHbI TEXHHYECKHE
¢peacTBa 00pabOTKH MEePCOHANBHBIX AaHHBIX.

3. Hean u 3anaun obecrnevyenns 6e30macHocTH NepPCOHAIbHBIX JAHHBIX

3.1. VinTepeckl 3aTparuBaeMbIX cyOBEKTOB HHOOPMALMOHHEIX OTHOILICHHH,

Cy0bexramu HHYOPMAIHOHHBIX OTHOIIEHHH IPH 0GeCIe e HHH Ge30IaCHOCTH nepco-
HaJIBHBIX TAaHHBIX aJIMHHHCTPALH paioHa SBIISIOTCS:

~ @IMHHHCTpAlus paHoHa, KaK COOCTBEHHHK HH(OPMALIHOHHBIX PECYPCOB;

— PYKOBOACTBO H COTPYAHHKH aJMHHHCTPALUK PaiiloHA, B COOTBETCTBHHU C BO3JIOMKEH-
HBIMH Ha HUX (YHKI[HSAMHA.

IlepeuncrenHpie cyobeKTh HHOPMALHOHHBIX OTHOMICHHI 3aMHTEPECOBaHkl B obecre-
HEHHH:

~ CBOCBPEMCHHOTO J0CTYNMa K HEOOXOAMMBIM MM IEPCOHANBHEIM JaHHBIM (HX J0-
CTYIHOCTH);

— JAOCTOBEPHOCTH (MOTHOTEL, TOYHOCTH, aeKBATHOCTH, LETOCTHOCTH) NIEPCOHATBHBIX
JIaHHBIX;

— KOHQHICHUHATLHOCTH (COXPAHEHHUS B TaifHe) MepCOHATBHbIX JIAHHBIX;

— 3allUTEI OT HABA3BIBAHWSA MM JIOXKHBIX (HEJOCTOBEPHEIX, HCKAXKEHHBIX) IEPCOHAD-
HBIX JAHHBIX;



~ PAasrpaHUHCHHS OTBETCTBEHHOCTH 3a HAPYIIEHHs WX IIPaB (HHTEPECOB) M YCTAHOB-
JICHHBIX [PaBHJI 00paIEHHs C IePCOHATBHBIMH JaHHBIMHU;

— BO3MOHOCTH OCYIIECTB/ICHHS HENPEPHIBHOIO KOHTPOJIA H YIIPABJIEHHS IPOLECCAMH
0CGpaboTKH M Iepe/iayi NepCOHANBLHEIX IaHHbIX;

— 3alIUTHI NEPCOHANBHBIX IAHHBIX OT HE3aKOHHOTO PaCIpOCTPaHEHHMS.

3.2. Uenn 3amuTel.

| OcHOBHO#H LEeNbI0, Ha JOCTHIKEHHE KOTOPOH HalpaBJIeHbl BCE IMOJIOKEHHA HACTOAIIEH
HomaTuxy, asnsercs 3aimmra cyGHeKTOB HH(POPMALIHOHHEIX OTHOIISHHIT aIMHUHHCTPALUH paii-
OHa OT BO3MOMKHOTO HAHECCHHS MM MaTepHAIbHOTO, (hH3UYECKOr0, MOPATBHOTO HIH HHOTO
yliepba, mocpencTBOM Cly4aifHOro MM [IPENHAMEPEHHOIO BO3JCHCTBHA Ha NEpPCOHAIBHBIE
AGHHBIE, HX HOCHTEIH, IPOLECCH 00paboTKH U mepe/ayH.

YKa3aHHas 1esTb J0CTHIAaeTCs MOCPEICTBOM 0BECIIeYeHNS W TOCTOSHHOTO NIOIIEPIKAHHS
CJIEAYIOIIHX CBOHCTB ePCOHAIBHBIX JAHHBIX:

— JOCTYMHOCTH NEPCOHANBHBIX MAHHBIX JUIS JIETAIbHbIX MOJIb30BaTeNnei (YeToHIHBOro
(GyHKIHOHHpPOBaHHS HHPOPMALIHOHHO CHCTEMEI aIMHHHCTPALMH paifoHa, IIPH KOTOPOM I10.1b-
30BaTEIH UMEIOT BO3MOXKHOCTD IOJIy4YEeHHs! HeOOXOIHUMBIX II€PCOHANBHBIX JAHHBIX H pe3ynbTa-
TOB PEIIEHHs 3a/1a4 3a NPUEeMIIEMOE JIJI HHX BPeMsi);

,‘ — HCIOCTHOCTH H ayTEHTHYHOCTH (IIOATBEPKIEHHE ABTOPCTBA) MEPCOHATBHBIX JaH-
HBIX, XPaHHMBIX ¥ 00pabaThIBaeMbIX B MH()OPMAILIHOHHON CHCTEME aIMHHHCTpalUH paiioHa U
IIepeaBacMOH 110 KaHaIaM CBS3H;

— KOH(QHICHUMATEHOCTH - COXpaHEHHS B TalfHe OIpe/eleHHON JacTH [EPCOHAIBHBIX
JAHHBIX, XPaHHMBIX, 06pabaThIBaeMbIX U NepeaBaeMbIX 110 KaHaJIaM CBSA3H.

‘ HeoOxomMBlil ypoBeHb J0OCTYIIHOCTH, I€IOCTHOCTH H KOH(HIEHIIHATBHOCTH Nepco-
HAJIBHBIX JIaHHBIX 00ECIIeUHBACTCs COOTBETCTBYIOLIHMA MHOXECTBY 3HAUYMMBIX YIPO3 METOAa-
MH H CpeJICTBaMH,

3.3. OcHOBHBIE 3a/1a49H CHCTEMBI OBeCIIeYeHNs 5e30MaCHOCTH NIePCOHAIBHBIX JaHHEIX.

‘ M JOCTHIKEHIS OCHOBHOM LM 3aIUTEl U 0BecredeHHs YKa3aHHEIX CBOHCTB mepco-
HQIPHBIX [AHHBIX CHCTeMa olecnevyeHHs HH(OPMAIHOHHOH 0e30macHOCTH aJIMHHHCTPALIUH
paiioHa 10/KHa 0beceYnBaTh 5¢deKTHBHOE peleHue CIeayIOmuX 3a/1ay:

~ CBOCBPEMEHHOC BBLIBJICHHE, ONCHKA M [POTHO3MPOBAHHE MCTOYHHKOB YIPO3 HH-
$opMauronHO# Ge30MacHOCTH, IPHYNH H YCIOBHA, CII0COOCTBYIOMMX HAHECEHHMIO ymepla 3a-
HHTEPECOBAHHBIM CyGBEeKTaMm HHQOPMALHOHHEIX OTHOLICHHH, HAPYIIEHHIO HOPMaJIBHOTO
(YHKUHOHHPOBaHHS HHPOPMALHOHHOM CHCTEMBI aIMHHHCTpAIMH paiioHa;

‘ — CO3[laHHE MEXaHHW3Ma ONEPATHBHOIO PearHpoBaHHA HA YIpo3bl GE30MACHOCTH MH-
(opManun ¥ HeraTMBHbBIE TEHIEHIIHH;

‘ — CO3J1aHME€ YCIIOBHH /IS MHHHMH3ALMH H JIOKAIH3AIMH HAHOCHMOTO yiiepba Hempa-
EOMEPHBIMH JCHCTBHAMH (DU3MYECKUX H IOPH/MYECKUX JIMI, OCIaGIeHHe HEraTHBHOTO BIIHS-
HUSA M THKBH/ANKS TIOCTIC/ICTBHI HApyIIeHHs 6e30acHOCTH HHOpMaIHy;

. ~ 3AIHTY OT BMEINATeIbCTBA B MPOLECC ()YHKIIMOHHPOBAHUS MH(MOPMALMOHHON CH-
CTEMbI aIMHHHCTPALMH paHOHA NMOCTOPOHHHX ML (ZOCTYN K HH(OPMALHOHHEIM pecypcam
AOJIKHBI IMETD TOJBKO 3apErHCTPHPOBAHHBIE B YCTAHOBICHHOM IOPSIIKE MOMB30BATEIH);

~ PasrpaHMteHHe J0CTyna Iojk3oBaTenell K HHQOPMAlHOHHEIM, aNlapaTHbIM, po-
TPaMMHBIM M HHBIM PeCypcaM aJIMHHHCTPALMH paifoHa (BO3MOXHOCTH JOCTYIA TONBKO K TeM
pecypcaM H BBIIOIHEHHS TOJIBKO TeX OMepamuii ¢ HUMH, KOTOpbIe HEOOXOMMBI KOHKPETHEIM
I0JIE30BATE/ISIM IS BBIIOJIHEHHS CBOHMX CITYKeOHBIX 00s13aHHOCTEH), TO eCTh 3alIMTY OT He-
CaHKIHOHHPOBAHHOIO JIOCTYIIA;

— ofecneuenne ayreHTUUKAITHH T0JIb30BaTeNIeH, y4aCTBYIOMHUX B HHOOPMAIIHOHHOM
oOMeHe (OATBEpIKIEHHE MOITHHHOCTH OTIPABUTE/I H T10JIyYaTens HHGopMaIuy);

1 — 3alluTy OT HeCAHKUMOHMPOBAHHOH MOM(HKAIME HCIIOIB3YEMBIX B HH(POPMALIHOH-
HOH CHCTeMe aIMHHUCTPALHH IPOrPAMMHBIX CPEICTB, @ TAKKe 3aIIUTY CHCTEMEI OT BHEIPEHHSA
HECAHKLMOHHPOBAHHBIX NPOrPAaMM, BKIKOYAs KOMITBIOTEpHEIE BHPYCBI;

— 3aWUTYy HHQOPMALKMH OTPAHHYEHHOTO [OIB30BAHHS OT YTEYKH 110 TEXHHYECKHM Ka-
Hanam 1pu ee 00paboTKe, XpaHEHHH M Nepe/iade 10 KAHAIAM CBS3H.



f 3.4. OCHOBHEIE ITyTH peLIeHHs 33124 CHCTEMBI 3aIUTEI.

. IlocTasneHHble OCHOBHBIC LIETH 3alIMTH H PEIICHHE NEPEYHC/IEHHBIX BBIINIE 3a1a4 JI0-
CTHTaKTCH:

| — CTPOTHM YYETOM BCEX IOJUICKALINX 3aIIHTE PECypPCOB HH(POPMAIMOHHON CHCTEMBI
aIMHHHCTpALMK (MHYOPMALIHH, 3a1a4, JOKYMEHTOB, KAHAIOB CBSA3H, CepBEPOB, aBTOMaTH3HPO-
BaHHBIX pabOYMX MecT);

— KYPHAIHPOBAaHUEM JEHCTBHH NEepCOHAA, OCYIIECTBISIOMEro 00CIyKHBAHHE H MO-
JMHKALHIO IIPOrPAMMHEIX M TEXHHYECKHX CPEJICTB HHDOPMALHOHHOM CHCTEMBEI,

— TIOJHOTOH, PeallbHOMH BBINOIHAMOCTEIO H HENPOTHBOPEYMBOCTHIO TPeGOBAHMIA opra-
HH3aIHOHHO-PACIIOPAMTENBHBIX JIOKYMEHTOB aIMHHHCTPALlMK paifoHa Mo BompocaM obecrie-
4EHUS OE30ITaCHOCTH HH(POPMALHH;

— TOArOTOBKOH MOKHOCTHBIX JIML (COTPYIHHKOB), OTBETCTBEHHBIX 33 OPraHH3ALHIO
H |OCYIICCTBICHHE NPAKTHYECKHX MEPONPHATHH 1Mo obecnedeHHIo Ge30MacHOCTH IepcoHab-
HBIX JaHHBIX H IIPOLECCOB UX 00paboTKu;

— HaJCJICHHEM KaKIOro COTpyIHHKA (MOJb30BaTeNs) MHHHMAIBHO HEOOXOIUMBIMU
VIS BBIIOMHEHHS MM CBOHX (GyHKIHOHATBHBIX 00s3aHHOCTEH MOTHOMOYMSAMH MO JIOCTYIY K
HEQOPMAIMOHHEIM PecypcaM aJMUHUCTpPAIHH PaioHa;

f — HCTKMM 3HAHMEM H CTPOTHM COOJIIOICHHEM BCEMH IOJIb30BATENSIMH HH(OPMAITHOH-
HOM CHCTEMBI aJMHHHCTPALHH paiioHa TpeGoBaHMIl OpraHH3alHOHHO-PACTIOPSAIHTENBHBIX J10-
KYMEHTOB IO BOnpocaM obecreyeHus 6e30macHOCTH IepCOHATBHEIX JaHHBIX,

| — [MepCcOHANbHOH OTBETCTBCHHOCTBHIO 32 CBOM NEHCTBHs KaKIOTO COTPYIHHKA, B PaM-
KaxX CBOMX (QYHKIHOHAIBHBIX 00A3aHHOCTE}H HMEIOMIEro 0CTYN K HHPOPMALHOHHEIM pecypcam
a,q‘{MHHHCTpauHH paiioHa;

' — HENPEPBIBHBIM MOJJIEPKAHHEM HEOOXOOMMOIo YPOBHS 3alMINEHHOCTH 3IEMEHTOB
HH(POPMALHOHHOI Cpe/ibl aIMHHHCTPALHH paioHa;

J — TPUMEHCHHEM (H3MYECKMX H TEXHHYECKHX (IPOrpaMMHO-ANNAapaTHEIX) CPeCTB
3AMIUTEL PECYPCOB CHCTEMBI U HENPEPHIBHOM aJIMMHHCTPATHBHOM MOIIEPKKOM HX HCIIOIB30Ba-
HAS,

' — 9((}eKTUBHEIM KOHTPOJIEM Hal COOMIONEHHEM MONb30BaTE/AMH HH(OpPMallHOHHEIX
PECYPCOB aIMHHHCTpaliK TpeboBanuii o obecnedenuio Ge3onacHocT HHbOPMALHH;

| — HOpHIHYECKOH 3alHTOM HHTEPECOB aIMHHHUCTPALIMH PaiioHa IIPH B3aUMOJAEHCTBHH C
BHEIIHHMH OpraHH3alMsAMH (CBS3AHHOM ¢ 0GMEHOM NePCOHATIBHBIMA JIAHHBEIMH) OT IMPOTHBO-
TpaBHBIX JEHCTBHIl, KAK CO CTOPOHBI STHX OPraHU3aALKH, TAK U OT HECAHKI[MOHHPOBAHHEIX JI€ii-
CTBHHA 0GCITYKHBAIOIIETr0 NEPCOHANA H TPETHHX JIHIL.

4. OcHOBHBIE IPHHIHIBI NOCTPOEHHS CHCTEMBI (e30MaACHOCTH
NepPCOHAbHBIX JAHHBIX

[Toctpoerue cucremsl, obecrieyeHus Ge30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX aIMHHH-
CTpaluH paioHa, H e¢ QYHKIMOHHPOBAHUE NOJDKHBI OCYIIECTBIATHCS B COOTBETCTBHH CO Cle-
JYIOLIHMH OCHOBHBIMH NPHHIIHIIAMH:

— 3aKOHHOCTB;

— CHCTeMHOCTE;

— KOMIUIEKCHOCTb,

— HENpPEepLIBHOCTE;

— CBOEBPEMEHHOCTB;

— TPEEMCTBCHHOCTB H HENPEPBIBHOCTH COBEPIIEHCTBOBAHUS,

— PpasyMHas I0CTATOYHOCTE (3KOHOMHYECKas Le1eco00pasHOCTb);

— IIepCcOHaJIbHasd OTBETCTBCHHOCTB,

— MHMHHMH3aUHUs MTOJTHOMOYHIA;

— HCKIIIOYeHHEe KOH(IIHMKTa HHTEPECOB;

— B3aHMOJEHCTBHE H COTPYIHHYECTBO,

— TIUOKOCTh CHCTEMEBI 3aIHUTEL

— OTKPBITOCTEH AITOPHTMOB M MEXaHH3MOB 3aLUThI;

— IPOCTOTA IPHMEHEHHUA CPEJICTB 3aIIUTEL;



000CHOBAaHHOCTh M TEXHHYECKAs PEaIn3yeMOCTh;
—  CHeNHamu3aiys U Npo(hecCHOHANN3M;
—  0043aTeNEHOCTE KOHTPOJIS.

4.1.3aK0OHHOCTD.

IIpennonaraer ocymecTsienye 3alIMTHEIX MEPONPUATHH M pa3pabOTKy CHCTEMBI Ge3-
OIaCHOCTH IEPCOHAIBHBIX JAHHBIX AIMHHHCTPAIMH paiioHa B COOTBETCTBHH C JOeHCTBYIOLIMM
3dKOHOJATeIbCTBOM B OOJIACTH 3AIIMTEI NMEPCOHATBHBIX JAHHBIX, & TAKXKE APYTHX 3aKOHOIA-
TEJIBHBIX aKTOB M0 Oe3omacHocTH HHpopMauuu PO, ¢ mpuMeHeHHEM BCeX TO3BOIEHHBIX METO-
IO0B OOHAPYXKEHHs M IPECeYeHHs NPaBOHAPYIIEHHH pH paboTe ¢ NepPCOHANLHEIMH IaHHEIMA.
[IpunsaTsie Mepbl Ge30MacHOCTH NEPCOHATBHBIX JaHHBIX He JOJDKHBI MPEMSTCTBOBATH JOCTYILY
PaBOOXPAHHTETBHEIX OPIraHOB B IIPE/lyCMOTPEHHBIX 3aKOHO/IaTEIECTBOM CITy4asiX.

Bce nosip3oBarens HHPOPMAIHOHHOMN CHCTEMBI a8/ IMHHHCTPAIIAHN palfoHa JI0JDKHBI MMETh
IPECTaBICHHE 00 OTBETCTBEHHOCTH 3a IPABOHAPYIIEHUS B 001acTH 00palOTKM MepcoHalb-
HBIX JaHHBIX.

4.2. CHCTEMHOCTE.

CHCTeMHBIH IIOXOA K MOCTPOEHHIO CHCTEMBI 3allHTHI HHG)OPMALKMH B aIMUHHACTPALIHH
p;ai&ona IpeAnoIaraeT y4eT BCeX B3aHMOCBA3AHHEIX, B3aHMOACHCTBYIOLIMX U H3MEHSIOIMUXCS
BO BPEMEHH 3JIEMEHTOB, YC/IOBHIA H (AKTOPOB, 3HAYUMEIX JUT IOHUMAHHS H PELIEHHAS TIPoGIe-
MBI 0OecnieyeHHs Ge30macHOCTH NIePCOHABHBIX JAHHBIX.

Ipu co3nanuy CHCTEMBI 3aITUTEI TOTDKHBI YUHTBHIBATCS BCE c1abble U HanGomee ys3BH-
MBI MecTa HHQOPMAaLMOHHOH CHCTEMBI aIMHHHCTPALIMK PalioHa, a TaKke XapaKTep, BO3MOIK-
Eble OOBEKTHI M HANPABIICHUA aTaK HA Hee CO CTOPOHBI HapymmTenelf (0cOGEHHO BBICOKOKBA-
JIHQUUMPOBAHHBIX 3M0YMBIILTEHHUKOB). CHCTEMa 3alIUTHI I0JUKHA CTPOHTBCS C YYETOM He
TOJIBKO BCEX M3BECTHBIX KAHATIOB [POHWKHOBEHHA M HECAHKIHOHWPOBAHHOIO JIOCTYNA K HH-
dopmanmm, HO M ¢ Y4ETOM BOMOKHOCTH MOSBICHHS TPHHIMIHATEHO HOBBIX IyTeil peann3a-
LMK YTPO3 6e30MacHOCTH.

4.3. KoMIUIEKCHOCTD.

KomriekcHoe HCIONMB30BaHHE METOJOB M CPEACTB 3AUTHI KOMIIBIOTEPHBIX CHCTEM
NPEAIOoaraeT CoriacoBaHHOe NIPHMEHEHHE Pa3sHOPOIHBIX CPEICTB MPH IOCTPOSHHUH Le/IOCTHOM
CHCTEMBI 3allUTBI, INEPEKPHIBAIOLIEH BCe CYIIECTBEHHBIC (3HAYMMBIE) KAHANLI pealH3aluy
YTpO3 H He coJepialeil ciabblX MECT Ha CTBIKAX OT/JAEIBHBIX €€ KOMIIOHEHTOB. 3aIuTa J0IK-
Ha CTPOMTECH 3IIEIOHHPOBaHO. BHewHss 3amurta M0/KHA 06GECHeUMBATBCS (DH3MYECKHMH
CpencTBaMH, OPraHM3allMOHHEIMH H IIPABOBBEIMH MEPAMH.

| 4.4.HenpepbIBHOCTD 3aIHTEL

5 OGecneyenue 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX - MPOLECC, OCYIIECTBISEMBIH py-
KOBO/JCTBOM a/IMHHHCTDALHU paiiOHa, aAMHHHCTPATopoM Ge30MacHOCTH HHQOPMAIHOHHOM CH-
CTEMBI H COTPY/IHHKAMH BCEX YPOBHEH. DTO He TOJBKO H HE CTOIBKO NMPOLEIypa WIH MOJHTH-
Ka, KOTOpasi OCYIIECTB/ISETCS B ONpe/eTeH bl OTPEe30K BPEMEHH HJIM COBOKYIIHOCTEH CPEICTB
BALATEL, CKOIIBKO MPOLECC, KOTOPBIH JOKEH MOCTOSHHO HATH HA BCEX YPOBHAX BHYTPH aIMH-
HUCTPALMK ¥ K&XK/IBIH COTPYAHHK a/IMMUHHCTPAIHH JI0JUKEH IIPHHEMATH YyYacTHE B 9TOM IIPO-
uecce. earensHocTs Mo ofecnedeHno HHOOPMAHOHHOMN Ge30MacHOCTH SBIIAETCH COCTABHOIN
HacThIO MOBCEIHEBHOH JEATENBHOCTH aAMUHHUCTPALMK H ee 3 (EeKTHBHOCTD 3aBHCHT OT y4a-
CTHA PYKOBOACTBA aJMUHHMCTPAlMH paioHa B obecneveHHH HH(YOPMAIHOHHON Ge30IaCHOCTH
I€PCOHANIBHEIX JaHHBIX.

Kpome Toro, GonpmuHCTBY (HU3HYIECKHX M TEXHHUECKHX CPEICTB 3alIATHI I sbdex-
THBHOI'O BBIIOJHCHHA CBOMX (QyHKUMI HEOOXOIMMA MOCTOSHHAS OPraHM3aNMOHHAS (AAMHHU-
CTPaTHBHAs) MOJIEPXKKa (CBOEBPEMEHHAA CMeHAa H 00eCIeYeHHE MPABHILHOTO XPAHEHHs M
[IPEMEHEHHSA HMEH, Mapoleil, mepeorpeneneHne NoJIHOMOYHH U T.1.). [lepepeiBEI B paGote
| CPeICTB 3alMUTHI MOTYT OBITh HCIIOIB30BaHEI 3/I0YMBIILICHHHKAMH JUIS aHAIH3a npﬁmeerMbe
MC’I‘O,I[OB M CPEICTB 3aIHThI, 1/ BHEAPEHHUS CIIENHATBHBIX IPOrPaMMHBIX M alapaTHBIX "3a-
|KJa0K" M JPYTHX CPEJICTB [PEOI0TCHHUS 3aIIHTHL.



4.5.CBOEBPEMEHHOCTb.

Ilpeanonaraer ynpexnawomuii xapakrep Mep obecredeHus Ge30MacHOCTH II€PCOHAIb-
HEIX JAHHBIX, TO €CTh IIOCTAHOBKY 3a[a4 10 KOMIIJIEKCHOM 3alIHTe NepCOHATbHBIX TaHHBIX U
peaH3aliio Mep obecriedeHus Ge30macHOCTH NEPCOHATBHBIX TAHHBIX HA PaHHHX CTagusX pas-
p&OOTKH MHGOPMAILIMOHHBIX CHCTEM B LIEJIOM M MX CHCTEM 3allUTEL, B YACTHOCTH.

PaspaGoTka cucTembl 3amuThI 10KHA BECTHCh IAPALIENBHO ¢ pa3paboOTKOi i Pa3BUTH-
€M caMoif 3amumaemMoii HHPOPMAIMOHHON CHCTeMBL. DTO MO3BOJIUT yYecTh TpeGOBaHHS Ge3-
ONACHOCTH IIPH MPOEKTHPOBAHHH apXHTEKTYpHI H, B KOHEYHOM CYeTe, CO3/aTh Gomee apdex-
THBHBIE (KaK I10 3aTpaTaM PecypcoB, TaK M I10 CTOMKOCTH) CHCTEMBI, 0OIafalonie 0CTaTou-
HBIM YPOBHEM 3alHIIEHHOCTH.

4.6.1IpeeMCTBEHHOCTD M COBEPILEHCTBOBAHHE.

[Ipeanonaraer moCTOsHHOE COBEPLIEHCTBOBAHHE MED H CPECTB 3aIIUTHI IIEPCOHAIB-
HbIX JIaHHBIX HA OCHOBE IPEEMCTBEHHOCTH OPraHM3allHOHHbIX M TEXHHYECKHUX PelleHHH, Kal-
POBOIrO COCTaBa, aHanM3a QYHKIMOHHPOBaHHUS HH()OPMAILIMOHHOH CHCTEMBI aJIMHHUCTPALIHH
paiioHa M CHCTEMBI €€ 3aLUTEI ¢ y4eTOM H3MEHEHHIT B METOIaxX M Cpe/ICTBaX MepexBaTa HH-
(opmanuu, HopMaTHBHEIX TpeGOBaHHI 10 3alUTE, JOCTUTHYTOrO OTEYECTBEHHOIO U 3apy0ex-
HOT'0 OMBITA B 3TOH 001acTH.

4.7.PasyMHas 10CTaTOYHOCTH (3KOHOMHYECKAs 1IEN€C006pa3HOCTB).

IIpenmosaraeT coOTBETCTBHE YPOBHs 3aTparT Ha oOecleueHHe Ge30MacHOCTH nepco-
HAJIbHBIX NaHHBIX EHHOCTH HH(OPMALMOHHBIX PECYPCOB H BETHYHHE BO3MOKHOIO ymepba oT
X pasTIIalleHus, YTPAaThl, YTeUKH, YHUUTOKEHHS U HCKaKeHHs. Mcrons3yeMbie MEpHI H cpej-
crBa obecrieueHns 6e30nacHOCTH HH(OPMALHOHHBIX PECYPCOB He JOJIDKHEI 3aMETHO YXY/AMIATh
9PrOHOMHYECKHE II0Ka3aTe/n PaboThl KOMIOHEHTOB HH(YOPMALHOHHOM CHCTEMBI aIMHHHCTA-
LuM patoHa. Msnniunue Mepbl Ge30nmacHOCTH, MOMHMO SKOHOMHYECKOH HeshdeKTHBHOCTH,
[PUBOAT K YTOMJICHHIO H Pa3Ipa)keHHIO EPCOHaa.

Cosznatp abcoMOTHO HEMPEOIONTUMYIO CHCTEMY 3aIIUTHI IPHHIMIHAIGHO HEBO3MOSKHO.
[Toka mepcoHanbHBIC MaHHBIE HAXOAATCS B OOpAIIEHHH, NPHHAMAEMBIE MEPBI MOTYT TOJIBKO
CHH3UTh BEPOSTHOCTh HETATHBHBIX BO3NEHCTBHIl MM ymepd OT HEX, HO He HCKIIOYHTH HX
HOMHOCTEIO. [Tpy 10CTaTOIHOM KOMHUECTBE BPEMEHH H CPE/ICTB BOIMOYKHO IIPE0JI0JIETh mo0y1o
amuTy. [105TOMY HMeeT CMBICT paccMaTpHBaTh HEKOTOPEIH IPUEMIIEMBIH YPOBEHs 0becmeye-
s GesomacHocTH. BeicokoadhexTuBHas cHCTEMa 3AIUMTEI CTOUT Z0POT0, HCIIOIB3YeT IpH pa-
GoTe CyIIeCTBEHHYIO YacTh PeCYpCOB M MOJKET CO3/aBaTh OLIYTHMbIE IOMOTHHTE/IBHbIC He-
yao6cTBa MmoMIb30BaTe M. BaXkHO NpaBHIBHO BEIOpaTh TOT JOCTATOYHBII YPOBEHb 3alllUTEI,
1IPH KOTOPOM 3aTPaThl, PUCK ¥ Pa3sMep BO3MOXKHOIO yiuepha ObUH GBI IIpHEMIIEMEIMH.

4.8.TlepcoHanbHas OTBETCTBEHHOCTb.

Ilpenmonaraer BO3/I0KEHHE OTBETCTBEHHOCTH 3a obecreuenme Ge30MacHOCTH nepco-
HallbHBIX NAHHBIX M CHCTEMBI HX 00paboTKH Ha KaKIOro COTPYJHHKA B Mpeenax ero MOIHO-
MOuHii. B COOTBETCTBHM C ITHM NPHHIUIOM pacIpe/ie/IeHie IPaB B 06sS3aHHOCTeH COTPYAHH-
KOB CTPOHTCS TakHM 00pa3oM, 4ToOBI B CTyuae MOGOro HapylIeHHs: KPYT BHHOBHHKOB OBLT
MeTKO H3BECTEH HJIH CBEICH K MHHHMYMY.

4.9 MUHEMHA3ALUS TOTHOMOYHIA,

O3nauaer npenocTaBiIeHHe MOJBL30BATENSIM MHHHUMAILHBIX IIpaB IOCTYINa B COOTBET-
CTBHH €O CIy)keOHOH HeoGX0MMMOCTEI0. JIOCTYN K MepCOHANBHBIM JAHHEIM JO0JDKEH npeJIo-
CTaBJLITLCA TOJBKO B TOM CiIydae H 00beme, eCIH 3TO HeOOXOAUMO COTPY/AHUKY sl BBIIOIHE-
HHSA €r0 JOJDKHOCTHBIX 00s3aHHOCTEH.

4.10. Hckmodenue KOHIHKTa HHTEPeCOB (pa3aenenue GyHKIHiT).

O¢dexTuBHas cucrema obecreyenns HHYOPMAUMOHHON Ge30NMAaCHOCTH NpearonaraeT
'4ETKOE pasjielIeHne 00s3aHHOCTel COTPYTHHKOB H HCKIIIOYeHHE CHTYaluH, Koraa cdepa oTBeT-
CTBEHHOCTH COTPYIHHKOB JIOMYyCKaeT KOHQIMKT HHTepecoB. Cepbl MOTEHITHATBHBIX KOH-
\(IIHKTOB JIOJUKHBI BBIABIATHCS, MUEHEMH3MPOBATHCS, H HAXOMUTCS 10 CTPOTMM HE3aBHCHMBIM
|KOHTpOJIEM. PeajM3auus JaHHOTO NPHHIMIA PeANoNaraeT, YTo He OIHH COTPYIHHK HE J0JI-



\

}Kq‘l-l HAMETh I[TOJHOMOYHH, MMO3BOJISIOIIMX eMY €JMHOIMYHO OCYIIECTBIIATH BBIMOIHEHHE KPH-
THYHBIX orepauuii. Hajenerne coTpyIHAKOB NONTHOMOYHAMH, MOPOXKIAIOIIAMHA KOH(IMKT HH-
TEPeCOB, /AT eMy BO3MOXKHOCTb ITOATACOBBIBATH MH(OPMALMIO B KOPBICTHBIX IEJAX HIH C
TeM, 9TOOBI CKPBITH IIPOOJIEMbI HIIH TTOHECEHHBIE YOBITKH. [l CHHIKEHHs PHCKA MaHHIYJIHPO-
BAHHs NMEPCOHANBHBIMEA JAaHHBIMH H PHUCKA XHINECHHA, TaKHE IOJHOMOYHS IO/DKHBI B MaKCH-
MA4JTBbHO BO3MOYKHOM CTemeHH OBITh pa3ielieHbl MeKIY pasIHYHBIMU COTPYIAHHKAMH HIIH IOJ-
pa3ieNleHusAMH aIMHUHHCTpalMH pafoHa. HeoGxoauMo MpOBOAMTE NEPHOJHYECKHE IPOBEPKH
ofsanHOCTel, (GYHKIHMI U NeSTeTbHOCTH COTPYIHHKOB, BHIIOMHAIONINX KITHOUEBbIE (YHKINHY,
C TeM, YTOOBI OHM HE MMEITH BO3MOJKHOCTH CKPBIBATH COBEPIICHHE HEMPABOMEPHBIX AEHCTBHIL.
Kpome Toro, HeoGX0IMMO MPUHHMATE CHENHATbHBIE MEPHI 110 HEJOIYIICHHIO CrOBOPA MEXILY
COTPYAHHKAMH.

4.11. BzaumozelicTBHE H COTPYIHHYECTBO.

[Ipeanonaraer cos3faHue OIaronpuATHOH aTMOCepsl B KOJUIEKTHBE aIMHHHCTpPAlMH
paiiona. B Tako#l 0GCTAHOBKE COTPYIHMKH JO/DKHBI OCO3HAHHO COOMIOZAThH YCTAHOBJICHHBIE
NpaBiIIa H OKa3bIBaTh cOZefiCTBHE JeATEIbHOCTH aIMHHHCTpaTopa 6e30nacHoCTH HEGOpMAallH-
OHHOM CHCTEMBI IEPCOHAIBHBIX JAHHBIX.

BaxHBEIM 3716MeHTOM 3G (eKTHBHOM crcTeMBl obecreyeHns 6e30MacHOCTH NEPCOHANb-
HBIX JaHHEIX B 8IMUHHCTDALMH PaiioHa SBJIACTCA BEICOKAs KyJbTypa paboTsl ¢ HHpOpMAIHEH.
PyKOBOACTBO aJIMHHUCTPALIMK paiioHa HECeT OTBETCTBEHHOCTD 38 CTPOroe CoOMIONICHIE ITHYC-
CKHX HOPM H CTaHJapTOB po)eCCHOHAIBHOM JeATeIbHOCTH, IOJUYEPKUBAIOIIEH U JIEMOHCTPH-
pyIOlIel mepcoHany Ha BCEX YPOBHAX BaKHOCTH ofecreveHus HH(OPMALMOHHON Oe3omacHo-
CTH aIMHUHHCTpauuy. Bee coOTpyIHMKA aIMUHUCTPALMH PalioHa IOJDKHEI IOHHMATE CBOKO POTh
B npouecce obecnedyeHns HHHOPMAIMOHHOH Oe30IaCHOCTH B NPHHUMATE y4acTHE B 3TOM IPO-
tecce. HecMoTpst Ha To, 4TO BBICOKast Ky bTypa obecneueHns HHPOPMALHOHHOM 6e3011aCHOCTH
He TapaHTHpyeT aBTOMATHYeCKOro JOCTHXEHHUs Ienell, ee OTCYTCTBHE co3jaeT Gonblue BO3-
MOKHOCTeH [T HapylIeHus 6e30MacHOCTH WK He 06Hapy KeHHus (aKTOB ee HapyIICHHUS.

4,12, THOKOCTBH CHCTEMBI 3AIIUTEL.

Cucrema obecrieueHus HHQOPMAIMOHHOI Oe30macHOCTH NoJKHA OBITh crocoOHa pea-
rHpOBaTh HA M3MEHEHHs BHEIIHEH CPeJIbl M YCIOBHI OCYLICCTBICHHS a/MHHUCTpalleH paioHa
¢BOEH IeATeIbHOCTH. B 4HCI0 TaKuX H3MEHEHHH BXOIAT:

—  HM3MEHEHHs OPraHM3allMOHHOM U IITATHOH CTPYKTYPHI aIMHHHCTPAIIMH PaiOHa;

— W3MeHeHHe CYNIECTBYIOUUX WIH BHEIPeHHe NPHHIMIHAILHO HOBBIX MH(OpMAIH-
OHHBIX CHCTEM;

— HOBBIE TEXHHYECKHE CPEICTBA.

i CgoiicTBo rubkocTa cucTeMbl obecnedenns HHGOpPMaIHOHHOH O6e30macHOCTH U30aBIIs-
ST B TAaKHX CHTYalsx OT HEOOXOIHMOCTH NMPHHATHSA KapJAWHAIBHBIX MEP IO MOJHOH 3aMeHe
Cpe/ICTB M METOJI0B 3aLMTHI HA HOBEBIE, YTO CHHIKAET €€ OOLLYI0 CTOUMOCTS.

4.13.  OTKpBITOCTH AITOPHTMOB H MEXAHH3MOB 3aIIUTEL

CyTh NPUHIKNA OTKPHITOCTH AITOPHTMOB H MEXAHH3MOB 3ALUUTHI COCTOHT B TOM, 4TO
3alUTa He JO/DKHA 00eCeunBaThCs TOJIBKO 3a CUYeT CeKPETHOCTH CTPYKTYPHOH OpraHH3aliu i
QIrOPHTMOB (YHKIHOHHPOBAHHMS €e TMOACHCTEM. 3HAHHE AITOPHUTMOB pabOThI CHCTEMBI 3allH-
'THI HE JO/DKHO JaBaTh BO3MOMKHOCTH €€ IpeofoJieHus (Jlaxe aBTopam). 9To, OQHAKO, He O3Ha-
4aeT, 410 HH(pOPMaLHA 06 HCIIONB3YEMBIX CHCTEMAX H MEXaHH3MaX 3alMTHl JIO/DKHA ObITh 00-
|IIeOCTYIHA.

4.14. IlpocToTa NpUMEHEHHS CPEICTB 3alHTHL.

| MexaHu3Mbl H METO/(bI 3alUTHI JOUKHBI OBITh HHTYHTHBHO IOHSTHBI H TPOCTHI B HC-
'nonb3oBanuu. [IpuMeHeHHE CpeJICTB U METO/IOB 3aIIMTEl HE I0JKHO OBITh CBSI3aHO CO 3HAHHEM
| cCIeMAaNTbHEIX A3BIKOB MIJIM C BBHIONHEHHEM JieHCcTBHH, TpeOyIOmHUX 3HAYMTENIBHBIX JONOIHH-
| TeIBHEIX TPYIO3aTpaT NpH 00bIYHON paboTe 3apernCTPUPOBAHHBIX MMOIB30BATENCH, a TAKKe He
| omKHO TpeGoBaTh OT MOJIL30BATENIS BHITOIHEHHS Py THHHBIX MAJIOMOHSTHBIX €My OIepallui.

4.15. OO00CHOBaHHOCTh U TEXHHYECKAs PEATH3yEMOCTE.



| NudopmanuonHple TEXHOIOIHH, TEXHHYECKHE H IPOrPaMMHEIE CPEJICTBA, CPEACTBA H
MEpEI 3aUIUTEl IEPCOHANBHBIX TAHHEIX JIOJDKHBI OBITh PEATH30BaHE] HA COBPEMEHHOM YPOBHE
Pa3BHTHS HAYKH U TEXHHKH, 00OCHOBAHEI C TOUYKH 3PEHHs JOCTHKEHHS 3aJaHHOTO YPOBHS 6e3-
OMacHOCTH MH(OpMAIKH M SKOHOMHYECKOH 11e/1eCO000PasHOCTH, a TaKiKe IOJKHBI COOTBET-
CTBOBAaTh YCTAHOBJIEHHBIM HOPMaM M TpeGoBaHHAM M0 6€30MaCHOCTH IIEPCOHATBHEIX JAHHBIX.

4.16. Crennanu3zanus u npoheccHOHATU3M.

IIpenmonaraer npusnedenne K pa3paboTke CPeACTB H pealH3aldy Mep 3alUTHI IepCo-
HIBHBIX NAHHBIX CIEIHAJIH3HPOBAHHBIX OpraHu3alMii, HauboJee MOArOTOBJIIEHHBIX K KOH-
KPETHOMY BHJY NEATENLHOCTH MO ofecreveHuio Oe30macHOCTH HHGOPMAIHOHHEIX PECYPCOB,
MMEIOLIHX OIBIT MPAKTHYECKOH paboThl H rOCyIapCTBEHHYIO JIMLEH3HIO HA IIPaBO OKAa3aHHS
YCIIyT B 3T0H 00sacT. Peanusanus atMHHHCTPATHBHBIX MEP U 9KCIUTyaTalHs CPEJCTB 3alIHTHI

JIOJKHA OCYIIECTBIIATECS Npo(GecCHOHATBHO MOArOTOBICHHBIMH CIIEIHAIHCTAMH aIMUHHCTpA-
4K paiioHa (aIMHHHCTPaTOpoM Oe30MacHOCTH HH(POPMAIIHOHHOH CHCTEMBI MEPCOHATBHBIX
JAHHBIX).

4.17. OBsa3aTeNBHOCTH KOHTPOJIAL.

IIpeanonaraer 0653aTenbHOCTE H CBOEBPEMEHHOCTD BBISBJICHHS U IIPECEUYEHUS TOMBITOK
HapyIlIeHHs yCTAHOBJICHHBIX IpaBuil, odecreueHns 0e30MacHOCTH MEPCOHAIBHBIX NaHHbIX, Ha
OCHOBE HCITIOJIb3YEMBIX CHCTEM H CPEACTB 3allMThl MNE€PCOHAIBHBIX NaHHBIX, IIPH COBEPIICH-
CTBOBAHHH KPHTEPHEB U METO/IOB OLEHKH 3((DEKTHBHOCTH 3THX CHCTEM H CPE/ICTB.

KoHTponb 3a jiesTebHOCTRIO M000T0 MOMB30BaTeNs, KaKIOr0 CPEICTBA 3alUTHL U B
OTHOLICHHH JI000r0 OOBEKTa 3alMThl JOKeH OCYIECTBIATHCS HA OCHOBE IPHMEHEHHS
CPEZCTB ONEPATHBHOTO KOHTPOJIA H PErHCTPALMH H [OJUKEH OXBATHIBATh KaK HECAHKIHOHHPO-
BaHHbIE, TAK M CAHKIIMOHHPOBAHHbIE NEHCTBHS N0Jb30BaTENCH.

Kpome Toro, sddexrupras cucrema obecriedenus HHGOPMAIHOHHON Ge30macHOCTH
TpebyeT HaM4us aJeKBaTHOH H BceoObeMmomel HHOPMALMH O TEKYIIEM COCTOSHHH IpO-
I[€CCOB, CBS3aHHBIX C JBHXXCHHEM HH(OPMalMH H CBeJIeHHil O COOMIONEHHH yCTAaHOBICHHBIX
HOpMaTHBHBIX TpeGoBaHHH, a Takke JONMONHATEIHHON HH()OPMAIMH, HMEIOIIel OTHOIIEHHE K
UpHHATHIO pemieHui. Mupopmanus momkna GbITh HaZEKHOM, CBOSBPEMEHHOM, TOCTYIHON u
HPaBHILHO O(OPMIEHHOH.

Henocratku cucremsr obecneueHus: HHPOPMAIMOHHOM 6€30M1aCHOCTH, BEIABIEHHBIE CO-
TPYAHHKAaMH aIMHHUCTPALHH [JO/KHBI HEMEVICHHO JOBOIUTLCS 10 CBEICHHS IJIaBbl aIMHHH-
CTpaluH H ONEPAaTHBHO YCTPaHAThCA. Bonpockl, KOTOpEIE KaKyTCA HE3HAYHTEIbHEIMHE, KOIIa
OTAETBHBIE IPOLECCHI PACCMaTPHBAKOTCS H30JIMPOBAHHO, IIPH PACCMOTPEHHH HX HApSAY C ApY-
THMH aCTIICKTaMH MOT'YT YKa3aTh HA OTPHUATE/IbHbIE TEHICHIIUH, TPO3SIIHE NEPEPacTH B KPYII-
HbIe HEJJOCTaTKH, €CJIH OHH He OyIyT CBOEBPEMEHHO YCTPAHEHBI.

5. Mepsl, MeToABI H cpeAcTBa ofecnevdeHns TPeOyeMOro ypoBHS 3aMIHThI HHop-
MAalHOHHBIX PecypcoB

5.1.Meps1 obecnieyeHnst HHPOPMaIHOHHOM 0€30MacHOCTH

Bee mepsbr obecnieuenus GesomacHOCTH MH(OPMAIMOHHON CHCTEMBI aIMHHHCTPAIHH
paiioHa nojipa3aessoTCs Ha:
— IIPaBOBEIE (3aKOHOAATEIbHEIE);
— MOpaJIbHO-ITHYECKHE;
— TEeXHOJIOTHYECKHE;
— OpraHH3alHOHHBIE (aIMMUHHCTPATHBHEIC);
— ¢usmyeckue;
— TeXHHYeCKHe (anmapaTypHBIe H [IPOrpaMMHEIE).

5.1.1.3akoHoaTeNnbHEIE (IPABOBBIE) MEPHI 3alLHMTEL

K 1paBoBbIM MepaMm 3aIIMTEI OTHOCATCS NEHCTBYIONINE B CTPAHE 3aKOHBI, YKa3bl H HOp-
MaTHBHBIC aKThl, PErJaMeHTHPYIOIIHE NMpaBHIa o0palieHus ¢ NePCOHANBHBIME JaHHBIMH, 3a-
KPEIUIAIOIIHeE [TpaBa i 00A3aHHOCTH Y4aCTHHKOB HH(OPMAI[HOHHBIX OTHOLIEHHH B IPOIecce HX
00pabOTKH ¥ HCIOJIL30BaHHsA, A TAKKe YCTAHABIHBAIOLIME OTBETCTBEHHOCTh 3a HAPYINCHHS
9THX IpaBuil. [IpaBoBble Mephl 3alUTHI HOCAT B OCHOBHOM YIPEXAAIOMIHMH, Npo(hHuIaKkTHIe-



CKHH XapakTep M TPeOyIOT NMOCTOSHHOM pasbsCHUTENLHON paGoThl ¢ MOJIL30BATENAME H 06-
CILy’KHBAIOLIAM NEPCOHAIOM HH(DOPMALMOHHOH CHCTEMbI aIMHHHCTPALHH paifoHa.

5.1.2.MopabHO-3THYECKHE MEPBI 3ALIUTHI.

K MopaibHO-3THYECKHM MEpaM OTHOCATCS HOPMBI IOBEIECHHS, KOTOPHIE TPATHIHOHHO
CIOXH/INCh W CKJIAIBIBAIOTCA [0 MEPe PacIpOCTPAHEHHS MH(POPMALHOHHEIX TEXHONOIHH B
ofmecTBe. DTH HOPMBI GOMBIIEH YaCTBIO He SBISIOTCS OOA3ATETLHBIMH, KAK 3aKOHOIATENBHO
YTBEPXK/ICHHbIC HOPMATHBHBIC AKTEI, OJHAKO, HX HECOOMIONCHHE MOKET [IPHBECTH K MAXCHHIO
ABTOPHTETa, IPECTHA YETOBEKa, IPYNIB /AL HIX AIMUHHCTDAUMH B IedoM. Mopatbo-
9THYECKHe HOPMBI OBIBAIOT KaK HEIMCAHble, TAK M MHCAHBIE, TO €CTh 0(OPMICHHBIE B HEKOTO-
pHIif CBOX (YCTaB) MpaBUJT HIH IpeAnucanuii. MopanbHO-3THYECKHE Mepbl 3aIlHThl SBITIOTCS
NPOQHIAKTHYCCKAMA U TPeBYIOT MOCTOSHHON PpaGoTEl 1O CO3AHMIO 30POBOO MOPATBHOIO
KJIMMaTa B KOJUIEKTHBE.

| 5.1.3. TexHomOrH4ecKue MepsI 3alHThL

K naunomy BHIy Mep 3aIMUTBHI OTHOCATCS Pa3sHOrO POJa TeXHOIOTHYECKHE PELIEHHUS U
NPHEMBI, OCHOBAHHBIC HA HCIOJNB30BAHHH HEKOTOPBIX BHIOB H30BITOYHOCTH (cTpyKTYpHOH,
(yHKUMOHANTEHON, HH)OPMALIMOHHON, BPEMEHHON M T.I.) M HANpaBJIEHHBIE HA YMEHBIICHHE
BO3MOMHOCTH COBEPLICHHS COTPY/HHKAMHU OIIMOOK U HAapYLICHHI B paMKax IIPeJ0CTaBIeHHbIX
HM IIPaB ¥ IOJHOMOYHIA.

5.1.4.0prann3anioHHble (aIMHHUCTPATHBHEIE) MEPBI 3aLIHTHL,

\ Opranu3auuoHHbIe (aIMUHHCTPATHBHEIE) MEPBI 3ALIMTHI - 3TO MEPBI OPraHH3ALHOHHOIO
X@paKTepa, periaMeHTHPYIOIHE MPOLecChl (yHKIMOHMPOBAHUSA CHCTEMBI 06paGoTKH mepco-
HEBHBIX JAHHBIX, HCIIONB30BAHHE 6¢ PecypcoB, IeATeNIbHOCTE 00CTYKHBAIOIIEr0 IepCoHaa, a
TAKKE MOPANOK B3aUMONCHCTBHS I0JIb30BaTee € CHCTeMOH TakuM oOpasoM, 4TOOBI B
HAHOONbIIEH CTENEHH 3aTPyHUTh HIIM HCKIIOYHTH BO3MOXKHOCTh PEAH3alliy Yrpo3 Ge3omnac-
HOCTH HJIH CHHU3HTH pasMep MoTeph B CIIydae HX pealn3alliH.

5.2. @opMHUpOBaHKE OJIHTHKH 0€30I1aCHOCTH.

I'naBHas 1enb aJMHUHMCTPATHBHEIX Mep, MPeANPHHEMAEMEIX Ha BBICIIEM yIIpaBjieHYe-
CKOM YpOBHE - C(hOPMHPOBATH MOMUTHKY B 06;1acTH obecnedeHus Ge30MacHOCTH NepCoHAb-
HBIX JJAHHBIX (OTPAXKAIOLIYIO IMOIXO/BI K 3aIHTE MEPCOHANBHBIX TaHHbBIX) H 00ECIIeYHTE €€ Bhl-
TMOJIHEHHE, BB HeOOX0IMMBIE PeCypChl H KOHTPOJIMUPYS COCTOSIHHE el

C mpaKTHYECKOH TOUKH 3PEHHs NONUTHKY B 0671aCTH OGecredyenus 6e30MacHOCTH mep-
COHQIBHBIX JIAHHBIX B aIMHHHCTPAallHH paiioHa menecooOpasHo pa30uTh Ha jaBa ypoBHs. K
BEPXHEMY YPOBHIO OTHOCSTCS PelIeHHs PYKOBOJCTBA, 3aTPArHBAIONIME JEATEIBHOCTD aIMHHH-
crpamiy B uenoM. [lonutuka BepXHEro ypoBHS JODKHA YETKO OYEPTHTH cepy BIHSIHHS U
OTPaHHYCHHUSA NPH ONpPe/IeNIeHHH Lenell 6e30macHOCTH NePCOHATBHBIX JAHHBIX, ONPENETUTh Ka-
KHMH pecypcamy (MaTepHalbHbIE, CTPYKTYPHEIC, OPraHH3alHOHHBIE) OHH GYAYT JOCTHTHYTEL,
M HAHTH Pa3syMHBIH KOMIIPOMHCC MEXKIY NPHEMIEMBIM YPOBHeM Ge30MacHOCTH M (YHKIHO-
HATBHOCTHIO.

' IlonMTHKa HHIKHETO YPOBHS, ONpPEAEISIET IIPOLEYPbl, M IPaBHIa TOCTHKEHHS Heneil u
pemenus 3an1a4 6e30nacHOCTH NePCOHATBHEIX JaHHEIX H ACTAIH3UPYeT (periaMeHTHpYeT) 9T’
TpaBHIIA:

= KaKOBBHI POJIH M 00fA3aHHOCTH JIO/DKHOCTHBIX JIHII, OTBEYAIOLIKE 3a MPOBEIEHHE II0-
JIMTHKH 0€30I1aCHOCTH NEPCOHATBHBIX JJAHHBIX;

— KTO HMEET NpaBa J0CTyIla K IEePCOHATBHBIM JaHHBIM, KTO M IPH KaKHX YCIOBHAX
MOKET YUTAaTh ¥ MOJH(HIMPOBATh IEPCOHANLHEBIE JAHHBIE H T.]I.

[TomuTHKa HHXKHErO YPOBHS JOJDKHA:

— [peAycMaTpHBaTh PEriaMeHT HHQOPMAIMOHHBIX OTHOIICHHH, HCKIIOYAIOMIHX BO3-
MOKHOCTE NPOH3BOJIBHEIX, MOHOIOJIBHBIX MM HECAaHKIIMOHHPOBAHHBIX NCHCTBHI B OTHOIIE-
HUH HHOPMALHOHHBIX PECYPCOB;

— ONpEACNATh KOAIHILHOHHbIE W HEpapXHyecKHe IPHHIMMIEI H METOIBI pasfieeHHs
CEKPETOB H pasrpaHHyYEeHHs JOCTYyNa K ePCOHANLHEIM JaHHBIM;



— BbIOMpaTh NPOrpaMMHO-TEXHHYECKHE (ammapaTHble) CPEeACTBA MPOTHBOAEHCTBUS
HCJI, ayTrenTudukanuy, aBTOpH3aIii, HICHTHGUKAUMM M JAPYTHX 3aUIHTHBIX MEXaHH3MOB,
ofecrnieynBaOIMX rapaHTHH peanmauuu IIpaB H OTBETCTBEHHOCTH CYOBEKTOB uH(bopmauHOH-
HEIX OTHOIIEHHIA.

5.3.PernameHTalus AOCTYyIa B IOMEIIEHHS.

KoMnoHeHTbl HHOPMALMOHHON CHCTEME aIMHHHCTPALMH paiioHa IOMKHBI pasMe-
IATHCA B [OMEIICHHSX, HAXOAAIMXCA 0] OXPAaHOH MM HAOMOJeHHEM, HCKITIOYAIOIIHM BO3-
MOXHOCTb OECKOHTPOJIBEHOTO IPOHHKHOBEHHS B IIOMEILEHHs TOCTOPOHHUX JIHII H ofecrednBa-
FOMM (HU3HYECKYIO COXPAHHOCTh HAXOMIMIMXCS B MOMELIEHHH 3alMIIaeMBIX pecypcoB (o-
KymeHToB, APM 1 T.11.). Y60pKka TakuX MoMeIIeHHil JO/KHA NPOM3BOAUTECA B NPHCYTCTBHH
OTBETCTBEHHOI'O COTPY/IHHMKAE, 38 KOTOPBIM 3aKpEeIUICHBI JaHHbIE KOMIIOHEHTE], ¢ COOIIOIeHHEM
MEp, HCKIIOYAIOMIUX JOCTYI IOCTOPOHHHUX JIHIL K 3aIHIIaeMbIM HHGOPMAILIHOHHEIM PECYpCaM.

Bo Bpemsi 06paboTKH NMEPCOHANbHBIX JAHHBIX B TAKHX NMOMEIICHHSX JOJKEH MPHCYT-
CTBOBATh TOJIBKO NIEPCOHAI, JAONYLIEHHBIH K paboTe ¢ nepcoHabHBIMY JaHHBIME. 3alpemaeTcs
NpHEM IOCETHTENCH B MOMEIIEHHAX, KOIa OCyIlecTBiseTcss 00paboTKa mepcoHaNbHbIX AaH-
HBIX.
' ITo oxonuanuu pabouero JHs, IOMENIEHHSs, B KOTOPBIX Pa3MEINaOTCs KOMIOHEHTHI HH-
¢opmanmonHOi cHCTEMBI aIMHHUCTpPALMH PAiOHA, JI0JDKHEI 3aTHPAThCH Ha KITIOY.

B crmydae ocHameHus noMemeHHil cpeIcTBaMi OXPAHHON CHIHANM3aLlHH, a TAKXKe aB-
TOMaTH3HPOBAHHOH CHCTEMOH NpHEMa M PErHCTPAllMH CHUTHAIOB OT 3THX CPEICTB, PHEM-
cllada TaKHX NOMEIIECHHIT [I0]] OXpaHy OCYIIECTBIIACTCS Ha OCHOBAHHH CIIELHAIBHO pa3pabaTkl-
B4E€MOH MHCTPYKIIHH.

5.4.PernaMenTanus N0MycKka COTPYIHHKOB K HCIOJIB30BAHHMIO MH(MOPMAIMOHHBIX pe-
CYpcoB

B pamkax paspemnTenbHO cHCTeMBl (MATPHIIB) JOCTYIA YCTAHABIHBAETCS: KTO, KOMY,

KT.KyIO MH(pOPMAIHIO M VI KAKOr0 BU/IA AOCTYIA MOXKET [PEJJOCTABUTE U IPH KaKUX YCIOBHSX.
' Homyck nosip3osateneii k pabore ¢ HHPOPMALMOHHOM CHCTEMON aIMEHHCTPALIHHA H J10-

CTYN K ee pecypcaM JOoJDKeH OBITB CTPOro perjameHTHpoBaH. JIioOble H3MEHEHHs cocTaBa H

NOJTHOMOYHH 110Jb30BATE el MOACUCTEM J0KHbI TIPOM3BOJUTECS YCTAHOBICHHBIM ITOPSIKOM.

YpoBeHb MOJHOMOYHH KakKIOTO IOJIb30BATeNsl ONMPENENIeTCs WHMBHIYAIBHO, cobIo-
Jas cieayromuye TpedoBaHu:

— KaXIblil COTPYAHHK MOJB3YETCA TONBKO NMPEANHCAHHBIMU €My IIpaBaMH II0 OTHO-
IIEHHIO K MEPCOHANBHBIM JaHHBEIM, C KOTOPLIMH eMy HeoOXxoauMma paboTaTh B COOTBETCTBHH C
AQJDKHOCTHBIMH 00si3aHHOCTAMH. Pacmmpenue npas JocTynma M IpeJoCTaBlIEHHe AOCTyNa K
JOTOJIHMTENLHEIM HHPOPMAIIHOHHBIX pecypcaM, B 00s3aTeNbHOM MOPSIKE, JOKHO COTIaco-
BLIBaThCSA C AIMHHUCTPATOPOM 0e30MacHOCTH HHGYOPMAITHOHHOH CHCTEMBI IIEPCOHATBHBIX JaH-
HBIX;

— [J1aBa paiioHa MMeeT IpaBa Ha MPOCMOTP HH(OPMAIHK CBOMUX MOAYHHEHHBIX TOJIBKO
B YCTAHOBJIEHHBIX IIp€J/Ieax B COOTBETCTBHH CO CBOMMH JOIKHOCTHBIMH 00S3aHHOCTAMH.

Bee coTpynHMKM aJMHHHCTpalMH paiioHa W OOCIYXKHBAIOLIMH IEPCOHAN, IOIKHBI
HECTH IIEPCOHANBHYIO OTBETCTBEHHOCTh 3a HApYIIEHHS YCTAHOBICHHOIO MOpsaka 00paboTku
MEPCOHAIBHBIX JaHHBIX, MPaBHJ XPAHEHHSH, HCIIONB30BAHHS M IEepeaaddl HaxXOAsIIUXCS B MX
PACTIOPSDKEHHH 3aIIMIIAEMEIX PECYPCOB cHcTeMBl. Kakapli coTpyIHUK (IpH mpueMe Ha pabo-
Ty) AOJDKEH MOANMCHIBATE 00A3aTEILCTBO O COONIONCHHH H OTBETCTBEHHOCTH 3a HapylEHHE
YCTaHOBJICHHEIX TPEOOBAHHI 110 COXPAHEHUIO IIEPCOHAIBHBIX JAHHBIX aIMHHHCTPAIMH PaioHa.

OGpaboTKa nepcoHaNbHBIX JaHHBIX B KOMIIOHEHTaX HH(POPMAIIMOHHOM CHCTEMEI aTMH-
HHCTpAllHH paioHa J10JKHA IIPOU3BOUTHCS B COOTBETCTBHH C YTBEP)KICHHBIMH TEXHOJIOTHYE-
CKHMH MHCTPYKIIHSIMH.

5.5.PernamMeHTalus MpoLeccoB 00CTyKHBAHUA H OCYINECTBICHHS MOAH(QUKALMH armna-
PaTHBIX H IIPOTPaMMHBIX PeCypcoB

B memsx mojepxkaHus pekuMa HH(GOPMANHOHHOH OE30MaCHOCTH — almapaTHoO-
nporpaMMHas KOH(HUIypalMs aBTOMAaTH3HPOBaHHBIX pabOYMX MECT COTPYAHHKOB aJMHHH-
Crpauuy pailoHa, ¢ KOTOPBIX BO3MOJYKEH IOCTYI K pecypcaMm HH(MOPMALHOHHON CHUCTEMBI,
i



JI0JDKHA COOTBETCTBOBATH KPYTY BO3JIOKEHHBIX HA JAHHBIX NONb30BaTeNell (yHKIHOHAIBHBIX
o0s3aHHOCTEN.

B kommonentax uH(OpPMALHOHHOM CHCTEMBI M Ha PabOYMX MeCTaX NOJIB30BATENeH
ZCJDKHBI YCTAHABITHBATECS H HCTIONB30BATECS THICH3HOHHBIE IPOTPAMMHEIE CPEJICTBA.

J.6.00ecrieyenne M KOHTPOIb (DH3MUECKOH HETOCTHOCTH (HEH3MEHHOCTH KOH(Hrypa-
IIMH) annapaTHbIX PecypcoB

OGopynosanue MHPOPMALHOHHOM CHCTEMBI, HCIOIB3YEMOe LIS JOCTYIIa H XpaHEHHsS
TNEPCOHANBHBIX [AHHBIX, K KOTOPOMY JOCTYI OOC/IY:KHBAIOLIErO NEPCOHATA B MPOLECCE 3KC-
IUlyaTaluy He TpebyeTcs, Nocie Halal09HbIX, PEMOHTHEIX H HHBIX PaGoT, CBA3aHHEIX C J0CTY-
IIOM K €r0 KOMIIOHEHTaM JIOJIKHO 3aKPhIBATHCA.

5.7.Ilon6op u moAroToBka rnepconana, o6ydyeHHne moap30Barteei

Tonb3oBarens HEPOPMAIMOHHOM CHCTEMBI AIMUHHCTPALMH PAlioHa, a TaKKe PYKOBO-
ISME 1 00CTy)KHBAIOLIKI NEPCOHAT TOIDKHEI OBITh 03HAKOMIIEHEI CO CBOMM YPOBHEM TIOJHO-
MOYHH, 3 TAKXKe OpraHH3aLHOHHO-PACTIOPS/IMTE bHOM, HOPMATHBHOM, TEXHUYECKOH H SKCIUTya-
TAUMOHHOH NOKyMeHTalkeil, onpenensiomeii TpeGoBaHHs M TOPANOK 0OPaGOTKH MepPCOHAIb-
HBIX JTAHHBIX B aIMHHHCTPALMHK paiioHa.

OGecneyenne Ge30MacHOCTH NEPCOHATBHBIX JAHHBIX BO3MOYKHO TOJBKO IMOCITE BEIpa-
60TKH y momb3oBaTeNel OnpeneneHHON KyJIbTyphl paBoTEL T.e. HOPM, 00S3aTe/bHBIX IS HC-
TNIOIHEHHS BCEMH, KTO paboTaeT ¢ HHPOPMALMOHHBIME pecypcaMi aIMHHHCTPAlHH paiioHa. K
TAKHM HOpPMaM MOJKHO OTHECTH 3alpelieHHe MOOBIX YMBIIUICHHBIX HIIH HEYMBIIUIEHHBIX 1eii-
CTBHH, KOTOpBIE HAPYIIAIOT HOPMANBHYIO paboTy KOMIIOHEHTOB HH(bOPMAIIHOHHOMN CHCTEMEL,
BEI3BIBAIOT JIOIOHATENLHEIE 3aTPAThl PECYPCOB, HapyIIalT LeT0CTHOCTh XpaHUMOH U obpaba-
TEIBaeMOH HH(OpMalWH, HApYIIAT HHTEPECH 3aKOHHBIX MONb30BaTesel, BIAJEIbLIEB HIH
COOCTBEHHHKOB.

' Bce nosns3osarenn nHGOPMAIMOHHON CHCTEMBI aIMUHHCTPALIMH PAiOHA I0KHBI OBITH
O3HAKOMJIEHBI ¢ OPTaHH3ALHOHHO—PACIIOPSHTEbHEIME JOKYMEHTaMH 1o ofecrneyeHuio Ges-
ONAaCHOCTH MEPCOHAIBHBIX JIAHHBIX aIMHHHCTPALMHU paifoHa, B YaCTH, HX KACAFOLIEHCS, JOJIK-
HBI 3HaTh H HEYKOCHHTEJIbHO BEIIIOJIHATE HHCTPYKIIMH H 3HATh 00IIKe 0053aHHOCTH 1Mo obecre-
YCHHIO 0e30IaCHOCTH MePCOHATBHEIX aHHBIX. JloBeeHne TpeGOBaHHI YKa3aHHBIX JOKYMEH-
TOB ZI0 JIHL, ONYIEHHBIX K 00paboTKe 3alMINAeMbIX NEPCOHANBHBIX JAHHEIX, JOMKHO OCY-
LIECTBIATHCS IO POCITUCE.

3.8.OTBETCTBEHHOCTH 33 HAPYIIEHHS! YCTAHOBJIEHHOTO MOPSIKA TIOMB30BAHUS pecypca-
MH HHQOPMALMOHHO CHCTEMBI aIMHHHUCTPAIMH palioHa.

Mepa 0TBETCTBEHHOCTH NepCOHaNa 3a AeHCTBHS, COBEPUICHHBIE B HAPYIIEHHE YCTAHOB-
JICHHBIX NpaBHi oOecnedeHus Oe3omacHOl pabOTHI ¢ NEPCOHATBHBLIMH JAHHBIMH, IOJKHA
OlIPENeNATECS HAHECEHHBIM YIIepGoM, HAMYHEM 3/0T0 YMbICIA H APYTHMH (aKTOpaMH MO
YEMOTPEHHIO IJIABbI 4/IMHHHCTPALHHA Pai{oHa.

Jns peasmsanuy NMPUHINIA IEPCOHANBHON OTBETCTBEHHOCTH IOJB30BAaTeNeH 3a CBOH
JEHCTBHSA HEOOXOJHMBI:

— HHIMBHJyalbHas HACHTH(HKAUMS MONb30BaTeNell M MHHIMHPOBAHHEIX HMH IpO-
LECCOB, T.€. yCTAHOBICHHE 3a HUMH HAeHTHuKaTopa (login, Username), Ha Gase koroporo Gy-
AST OCYIIECTBIIATHCS PAa3sTPaHHYEHHE JOCTYNA B COOTBETCTBHH C IPHHIMIOM 060CHOBAHHOCTH
ApCTyMa;

— TpOBEpKa IOUTHHHOCTH I10JIb30BaTeNel (ayTeHTHHKAIHA) Ha OCHOBE napoJeif;

— PeaKuus Ha NONBITKH HEeCAHKIMOHMUPOBAHHOIO JIOCTYIA (CHIHAIM3ALMSA, GI0KHpPOB-
KA M T.1.).

J.9.Cpenctna obecneveHus 0e30MaCHOCTH TEPCOHATBHBIX JAaHHBIX

Mot obecrieyenns MHGOPMAIMOHHOIH Ge30NaCHOCTH AIMHHHCTPAIMH paifOHA HCIIONb-
3YI0TCS CIEAYIOLIME CPeICTBA 3AIUTHI:

— (u3MuecKHe cpeacTna;

— TeXHHYECKHE CpeCTBa,;

— CpeacTBa HASHTH(HKAIMH H ayTeHTH()UKALMH 110/1b30BaTeei;



CpeJICTBA pa3rpaHHYeHHs JOCTYIIA;

— cpencTBa obecreueHHs H KOHTPOIIS HETOCTHOCTH;

— CpeiCTBa ONEePaTHBHOIO KOHTPOJIS U PETHCTPAMH COOBITHH 6€30MacHOCTH.

CpencTea 3alIMThI JOKHBI IPHMEHATHCS KO BCEM pecypcam HHPOPMAILIMOHHOMN CHCTe-
MBI aIMHHHCTPALMH paiOHa, HE3aBUCHMO OT HX BHJA H (JOPMBI IIPE/ICTaBICHHS HHPOPMALIUH B
HHX.

5.9.1. @usnuyeckue cpeCTBa 3AIUTEI

@u3uYeCKHe MEpBI 3alIMTEl OCHOBAHBEI HA NPUMEHEHHH PA3sHOrO POJA MEXaHHYECKHX,
EKTPOHHBIX HJIH 3JIEKTPOHHO-MEXAHHYECKHX YCTPOMCTB H COOPY)KEHHH, CIeLHaIbHO Mpej-
HA3HAYeHHBIX /UL CO3JaHUs (U3MYECKHX NPENATCTBHH Ha BOSMOMKHBIX MYTAX [IPOHAKHOBEHHS
M| IOCTYINa NMOTEHIHATBHBIX HApyIIMTENIeH K KOMIIOHEHTaM CHCTEMBI M 3allHINAeMBIM IIEPCO-
HAIBHBIM JTAHHBIM, a TAK)Ke TEXHHYECKHUX CPEJICTB BH3YaIbHOTO HAOIONEHHS, CBSI3H M OXpaH-
HOH CHTHAJIM3alllH.

s obecneyenns ¢uzndeckoil 6e30macHOCTH KOMIIOHEHTOB HH()OPMAIIHOHHOM CHCTe-
MBI aIMHHHCTpPAIlHK palfloHa HEOOXOOMMO OCYLIECTBIATH PsiJi OPraHM3AlHOHHBIX M TeXHHUe-
CKHX MEpONpPHATHH, BKTIOYAIONIMX: IMPOBEPKY 000pyAOBaHMs, MpeAHA3HAYEHHOro JIs obpa-
OOTKH IePCOHANBHEBIX JaHHBIX, Ha:

— HQJIMYHE CIENHAIBHO BHEAPEHHBIX 3aKIaIHBIX YCTPOHCTB;
— BBEJCHHE JOINOJHHTEIbHBIX OTPaHHYEHHH 10 JOCTYIy B NOMEINEHHs, MpeJHa3Ha-
YeHHBIE [UTS XpPaHEeHHS ¥ 00pabOTKH MEpPCOHATBHBIX JaHHBIX;

— obopymoBanue cHcTeM HH(POPMATH3ANMH YCTPOMCTBAMH 3AIMHTHEI OT COOEB IEK-

TPOIIMTaHUSA U TIOMEX B JIHHHAX CBA3H.

3.9.2. TexHuveckue cpeaCcTBa 3alIHTHI

Texnuyeckne (anmapaTHO-IIPOrpaMMHBIE) MEPHI 3alIMTHI OCHOBAHBI HA MCIIOJIb30BAHUM
PasIHYHBIX 3JIEKTPOHHBIX YCTPOHCTB H CHIELHANBHBIX MPOTPAMM H BBIIOIHAKOMIEX (CaAMOCTOS-
TEIbHO MM B KOMIUIEKCE C JPYTUMH CpeACTBaMH) (YHKIHHM 3aIIUTHI (MACHTHOHKALMIO H
dyTeHTH(HKALKIO [10JIb30BATeENeH, pasrpaHHYeHHE JOCTYNA K PECypcaM, PerHCTPALHIo cobbl-
THi, KpUnTorpaduyeckoe 3akpeITHe HHPOPMALMH | T.11.).

C y4erom Beex TpeGoBaHHiT M NPUHIHNIOB obeceueHns 6e30IacHOCTH IIEPCOHATBHBIX
AAHHBIX IIO BCEM HAIpPABJICHUAM 3aLUTHI B COCTAB CHCTEMBbI 3AIIHTEI JOJDKHEI GBITh BKIIOYEHE
cne,uyrol.uue cpeAacTBa:

— Cpe/CTBa pa3srpaHHYeHHUs JOCTYIIA K JaHHBIM;

— CpEACTBAa PErHCTPAlHHM MOCTYNda K KOMIIOHEHTaM HH()OPMAIHOHHOH CHCTEMBI H
KOHTPOJIA 3a HCIO/IB30BAHHEM HHOPMALHH;

— Cpe/ICTBa pearupoOBaHMs HA HApYIIEHHs peKHuMa HHPOPMAHOHHOM 6e30MacHOCTH.

, Ha texnuueckne cpefcTBa 3allMTBI BO3JIAraeTcsl pellleHHe CIEAYIOIINX OCHOBHBIX 3a-
jad:

— HICHTH(QHKAIHA U ayTeHTH(HKALKSA [10J1b30BaTe el IPH MOMOIIH HMEH HIIH CIIeIH-
QIPHBIX ammapartHeiX cpencts (Advantor, Touch Memory, Smart Card u T.11.);

\' — PerJIaMEeHTallus M YIpaBICHHE JOCTYIOM I0JIb30BaTeNiell B IIOMELIEHH s, K (pu3nye-
CKHM H JIOTHYECKHM yCTpolicTBaM;

— 3amMTa OT NPOHHKHOBEHHS KOMIBIOTEPHBIX BHPYCOB H Pa3pyLIHTEILHOIO BO3JCH-
CTBHS BPEJOHOCHBIX IIPOrPaMM;

— PerucTpanus Bcex JCHCTBHM MOIB30BaTelNls B 3ALIUIIEHHOM KypHajle, HATHYHE He-
CKOJIBKHX YPOBHEH PerHCTpallHH,

‘ — 3aluTa JaHHBIX CHCTEMBI 3alIMThl Ha (aiIoBOM cepBepe OT JOCTyNa MoJIb30BaTe-
Neit, B YBH JIOJUKHOCTHBIE OBS3AHHOCTH HE BXOUT pabora ¢ MHpOpMaIMH, Haxoagmeiics Ha

HEM.
J.9.3.Cpencta MACHTHOHKALNH U ayTeHTH(HUKAIMH T10Ib30BaTeNei

B uensax mpenorspamenns paGoTEI ¢ pecypcaMi HHPOPMAIIMOHHON CHCTEMbBI aIMHHHU-
CTpallii paiOoHa IOCTOPOHHHUX JIHI[ HEOOXOIMMO OOECIIeYHTh BO3MOJKHOCThL Pacro3HaBaHHUS
KaJKIoro JIEranbHOTO MOJIb30BaTeNsl (MM IPYIN Nojib3oBareneit). JI1d uaeHTHGUKALHE MOTyT



NPHMEHATBCS PA3IUYHOIO poJia YCTPONCTBA: MArHUTHBIC KAapTOYKH, KJIIOYH, KITIOYEBEIE BCTaB-
KV, JUCKETBI H T.II.

Aytentudukanus (MOATBEPXKIEHHE NOMIHHHOCTH) MOJIB30BaTeNell TAKIKE MOMKET ocy-
IIECTBIIATHCA:

— [yTeM NpPOBEPKH HATHYMA y NOIb30BaTENeH KakuX-Tu0o CHelHaTbHBIX yCTPOHCTB
(MarHMTHBIX KapTOYeK, KIFO4eH, KIFOUYEBBIX BCTABOK H T.JL.);

— [IyTeM NPOBEPKH 3HaHUs HMH NapoJiei;

— TYTEM NpPOBEPKH YHHKAIbHBIX (PH3MYECKHX XapPaKTEPHCTHK M MapaMeTpoB CaMHX
NOJIb30BaTe el IPH TTOMOIIH CIIeLHATBHEIX OHOMETPHYECKHX YCTPOMCTB.

5.9.4.CpenctBa pa3rpaHHYeHHUs JOCTYIIA

30HBI OTBETCTBEHHOCTH M 3aJa4H KOHKPETHBIX TEXHHYECKHX CPEJICTB 3alATHI ycTaHas-
JABAIOTCA MCXOMS M3 HX BO3MOXKHOCTEH M OKCIUTyaTAllHOHHBIX XaPaKTE€PHCTHK, ONHCAHHBIX B
JAOKYMEHTAIMH Ha JaHHbIE CPEICTRA.
; Texuuveckue cpencTBa pasrpaHHYEHHs 10CTYHA JOJDKHBI IO BO3MOMKHOCTH OBITH CO-
CFaBHOﬁ HacThI) €JHHOH CHCTEMBI KOHTPOJIS JOCTYIIA:
" — Ha KOHTPOIHPYEMYIO TEPPHTOPHIO;
: — B OT/IENIbHBIC IIOMEIIEHHS;
} — K KOMIIOHEHTaM HH(QOPMALHOHHOH CpeIbl aAMHHHCTPAIMH paliOHA H JJIEMEHTaM
CHCTEMBI 3alIMThl NEPCOHATBHBIX JaHHBIX ((u3HdecKuii 10CTy);
,f — K HHQOPMAlMOHHBIM pecypcaM (IOKYMEHTAM, HOCHTEISIM HHbopManuy, daiinam,
HabopaM JJaHHBIX, apxHuBaM, CIpaBKaM H T.1.);
— KAaKTHBHBIM pecypcaM (NPHKIaJHBIM IPOrpaMMaM, 3a1a4aM | T.11.);
— K ONepalHOHHOH CHCTEME, CHCTEMHBIM IIPOrpaMMaM M MPOrpaMMaM 3allHThL.

5.9.5.CpencrtBa obecnieueHus u KOHTPOJISl LEI0CTHOCTH

| Cpencrsa ofecredenus LENOCTHOCTH BKJIFOYAIOT B CBOi COCTAB CpeJICTBa Pe3epBHOIO
J(onnpoaaﬁna, [IPOrpaMMEl aHTUBHPYCHOH 3aIMTHI, IPOrPaMMEI BOCCTAHOBIECHHS LEJ0CTHOCTH
bnepaunonﬁoﬁ cpensl U 0a3 JaHHBIX.

Cpencrsa KOHTPOJIS LIETOCTHOCTH HH(OPMALHOHHEIX PECYPCOB CHCTEMEI IIpeJHa3Haye-
HBI U CBOCBPEMEHHOr0 OOHapyKeHHS MOAM(DHKALMH HIH MCKAKCHHS PECYpCOB CHCTEMBI.
OHH TO3BOJIAIOT 0GECTIEYHTE NPaBHUILHOCTE (DYHKIIHOHHPOBAHMA CHCTEMBI 3aIUTH ¥ IEIOCT-
HOCTB XPaHHMOI 1 obpabareiBaeMoit HHbOpMALHH.
' KoHTposib nenocTHocTH HEQOPMALMK M CPEICTB 3aLUTEL ¢ HETBI0 00eCICUeH s HeMH3-
MEHHOCTH HH(OPMAIMOHHOM Cpelibl, OmpejieseMoi NPENyCMOTPEHHOH TeXHONmorHel obpa-
GOTKH, H 3alHTHI OT HECaHKI[HOHMPOBAHHOH MOJU(HKALHU IEePCOHAIBHBIX IAaHHBIX IOJIKEH
0becIeunBaTECs:
~ CPCACTBAMH PasrpaHHYEHHMs JOCTyNA (B MOMEMICHHs, K JOKYMEHTaM, K HOCHTE/IAM
HMH(OPMALHH, K CepBepam, JIOTHYECKHM YCTPOHCTBaM U i 6 -

— CPEICTBAMH 3IEKTPOHHOM MOIITHCH;
‘ ~ CPCACTBAMH IIO/ICYETA KOHTPONBHBIX CYMM (ISl MCIIOIB3YEMOTO MPOrPAMMHOIO
‘obecnieueHus).

3.9.6.CpencTpa onepaTHBHOTO KOHTPOJIS | perucTpanuu coOrITHH Ge3onacHocTH

Cpeactsa 00BEKTHBHOTO KOHTPOJIS JOJKHBI 00eCeunBaTh oOHapyKeHHe W perucTpa-
| IHIO BCeX COOBITHIT (IeiicTBHI MOIBL30BaTeNCH, TOMBITOK HC/I u T.11.), KOTOpEIE MOTYT IOBJIEYH
133 coboif HapyleHHe Ge30macHOCTH H NPHBECTH K BO3HHKHOBEHWIO KPH3HCHBIX CHTYAI[Mil.
| AHanu3 coGpaHHON CpelCTBAMU PErHCTpalHy HH(OPMAlKMK TO3BOJISIET BBIBUTE (DAKTHI CO-
| BEPIICHHs. HAPYIIEHMI, HX XapaKTep, MOICKA3aTh METOJ €ro paccie10BaHus ¥ crocoObl MoHc-
|Ka HapymmTens u HCIIpaB/IeHHUS CUTyaluH. CpeacTBa KOHTPOIS M PErHCTPAallHH IOJIKHEL
| IPEIOCTABIATE BO3MOMKHOCTH:

— BEICHHMA M aHAM3a JKYPHANIOB PErHCTPalMi COOBITHH (Ge30macHOCTH (CHCTEMHBIX
| IKYPHAJIOB);

— TOIy4eHHs TBEP/IOH KOMHH (TeyaTH) XKypHala PerucTpaldl cobbITHH 6e30macHo-



— YHOPSZOYEHHS JKYPHAIIOB, a TAK)Ke YCTAHOBJIEHHs OTPaHHYCHHH HA CPOK MX XpaHe-
HHS;

— OIEpaTHBHOTO ONOBELICHHS aJIMHHHCTPaTOpa 6e30MacHOCTH O HAPYIIEHHSIX.

Ilpu peructpanun coGbITHH GE30MACHOCTH B JKyPHAIE J0IDKHA (puKCcHpoOBaTECS Cremy-
1ommas HHQOpPMaLHs:

— JlaTa ¥ BpeMs CoOBITHS;

— HIEHTH(HKATOP CyOBEKTa, OCYIIECTRISIOMIEr0 PErHCTPHPYeMOe AeiCTBHE;

— JeiicTBHE (THII ZOCTYMA).

3.10. KonTtponb 3(eKTHBHOCTH CHCTEMBI 3AIHTEI

; KonTponb 3¢ @ekTHBHOCTH 3alMThI IEPCOHATBHBIX JAHHBIX OCYIIECTBISETC ¢ HEIbio
CBOCBPEMCHHOI'O BBIAB/ICHHS M NPEIOTBPAINECHHS YTEYKH NEePCOHAIBHBIX JAaHHBEIX 3a CYeT He-
CAHKITHOHMPOBAHHOIO JI0CTYIIA, & TAKKe TPeAYIPEskICHHS BO3MOKHBIX CIIEHATBHEX BO3Aei-
CTBHUil, HANDABJCHHBIX HA YHHYTOXKEHHE MEepCOHANbHBIX JaHHBIX, paspyllIeHHE CPeICTB HH-
(Hopmarnawnu. KoHTponb MOXKET NPOBOAMTECS IPHBIEKAEMBIMA /1A TOM LE/TH OpraHH3aLH-

AMH, HIMEIOIIUMH JTHLIEH3HIO Ha 3TOT BHA JAESTEILHOCTH.
‘ Onerka 5 peKTHBHOCTH Mep 3alHThI IEPCOHATLHBIX JIAHHBIX POBOAHTCA € HCTIONB30-

BAHHEM TEXHHYECKHX H NIPOrPAMMHEIX CPE/ICTB KOHTPOIIS Ha NIPEIMET COOTBETCTBHS YCTAHOB-
JIEHHBIM TPeOOBaHHSAM.



